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Why Facebook data misuse scandal can’t lesson India’s
data security ecosystem?

By: IANS | New Delhi | Updated: March 28, 2018 5:03 PM

With Facebook now embroiled in a massive data breach controversy, the bonhomie appears to be over,
with India warning Zuckerberg of “stringent action”, including summoning him over the “misuse” of data
to allegedly influence the country’s electoral process. (Reuters)

It was the perfect photo-op when Prime Minister Narendra Modi hugged Facebook CEO
Mark Zuckerberg during a town-hall meeting at the social media giant’s sprawling
headquarters at Menlo Park, California, in September 2015. With Facebook now

embroiled in a massive data breach controversy, the bonhomie appears to be over, with
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predicted at this point of time. While governments the world over are fast formulating
new laws that deal with users’ data security and privacy, and the spread of false news,

India lags far behind on this front.

Is the country prepared in case a huge data security or privacy breach hits its

people?

According to top cyber law experts, India as a nation has missed the broader point in the
ever-changing tech landscape. “The moot point here is: How do we regulate mobile app
providers, social media players and intermediaries in terms of handling and processing
the users’ data? We don’t have a data protection law in place. We neither have a
national law on cyber security nor a national law on privacy,” Pavan Duggal, the
nation’s leading cyber law expert, told IANS. The absence of these critical laws has
created a very fertile ground for the misuse and unauthorised access of users’ data by
the service providers. “On top of it, India has not revisited its stand on intermediaries’
liabilities since 2008. Also, the service providers have been given a great fillip by a
judgement of the Supreme court, where the service providers are directed not to take
any action till such time they get a court or a government agency order,” Duggal

informed.

In such a scenario, service providers are using the “Indians’ data with impunity”. “They
are transferring them outside the territorial boundaries of the country because we as a
nation are sleeping. Once the data goes outside the country, the government loses all
control. This has a detrimental impact on the protection and preservation of people’s
data privacy and personal privacy,” Duggal stressed. India has to learn from the
European Union (EU) when it comes to formulating a legal framework to secure data.
The EU has asked businesses and service providers globally to comply with its new
privacy law — the General Data Protection Regulation (GDPR) — that comes into force

from May 25 this year.

The EU GDPR has been designed to harmonise data privacy laws across Europe — to

protect and empower all EU citizens’ data privacy and to reshape the way organisations
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“India is woefully under-prepared to address issues of data protection and cyber-
security. We need a data protection law that protects citizens from misuse of data with
strict liability and extremely high statutory damages that must be awarded within a
strict period of time,” said Mishi Choudhary, President and Legal Director of New Delhi-
based Software Freedom Law Centre (SFLC.in), a not-for-profit organisation. According
to Duggal, also a noted Supreme Court lawyer, India should not cut-paste any other
country’s law as it has to deal with a different set of problems. “India’s social realities
are entirely different. The country has to deal with the huge issue of Aadhaar which is
reeling under variety of cyber attacks because we have failed to apply cyber security as

an integral part of the Aadhaar architecture,” Duggal told IANS.

India’s approach has to be based from its soil and the country must strive for data
localisation. “India should not allow its data to be stored outside its boundaries. Service
providers must (be made to pay) high penalty if they are found to be misusing the data
of Indians irrespective of if they are physically located in the country or not,” Duggal

said.
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Habibganj to be Indian Railways' 1st world-class station! Here are 10 facts about this
ambitious project

Sixth, Make in India warship meant for multi-role amphibious missions delivered to
Indian Navy
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Air Niugini Boeing 737-800 flight crash-lands into Micronesia sea: Pics of freak mishap
and rescue

Five dead in building collapse in Delhi’s Ashok Vihar: Pics reveal massive destruction

PM Narendra Modi, BJP chief Amit Shah address Karyakarta Mahakumbh rally in Madhya
Pradesh; see pics

Japan’s MINERVA-II1 rovers successfully land on asteroid Ryugu; see pics

Himachal Pradesh floods: Pictures of flooded rivers, landslides capture scale of devastation
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: Apple iPhone Xs, Xs Max, Xr Photos: Dual-SIM iPhones with Super Retina HD display
¥ I ‘ are magnificent

Apple Watch Series 4 Photos: Apple’s new smartwatch packs ECG, a bigger display, and
. looks stunning

Nokia 6 (2018), Nokia 7 Plus, and Nokia 8 Sirocco in Pictures: Check them out!

Falcon Heavy launch: How Elon Musk’s SpaceX sent a car into space aboard world’s most
powerful rocket; see pics

These big smartphones are coming in 2018: From Xiaomi Mi Mix 3 to Samsung Galaxy 9, here is full list
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of 2017; list will startle you
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5G or something more? What 800 mn smartphone users in the world want — The answer
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Getting difficult to find, retain Maths, Science teachers in village schools, says Vice
President M Venkaiah Naidu

Gold bounces back to Rs 31,550 per 10 gram on positive global cues, jewellers’ buying

Portugal, Goa ink MoU on water management, sanitation

https://www.financialexpress.com/industry/technology/why-facebook-data-misuse-scandal-cant-lesson-indias-data-security-ecosystem/1113565/  11/13


https://www.googleadservices.com/pagead/aclk?sa=L&ai=CFpMXd16vW4CnONuUrQGk3I-oAqeCj61T2aHHqJQI1cSG3IEPEAEg0JaYHGDlwuSDpA6gAc-C55ADyAECqQLwGouG4p9NPuACAKgDAcgDmQSqBLgCT9B-t6XeJiPEYoD5pode5h-bnddsqbzLG4DeiYhTT6ohIaq1SCLxqoRZjCxJ8Mvj3yLj8pnL5gEH_s-bCGu5isxweIZQ4qVX5mkOWb5JcyGPmX6xqefoajCDQIk2uEiSYLwyh4_aFn7X5Us5pBA9RlX8kfg4tCRvANRZqTwe1AXkjKlleyGd9Jx07fe71YYavQMSw_KG1xqWpv5HlRD5SMT3QAJFO7PrN0PczyKYs6DEKdcVpmHAg9teTDfJfAC_4sIqcLRC1wNye266iJmpjCw6xUVLWvcG6CP91NMb_nXNb1H5PFLoZLEMIN45REZygHRalC5xmwZCiRRpATrMPta05NLb6fVfBUKTWTkAoCoR0kfB_ltqFknG1IaKGx9fTHQEAKeQZT-hsF9azyVjUVKh3nJ4586R4AQBoAYCgAeZ_ZhvqAeOzhuoB9XJG6gHqAaoB7oGqAfZyxuoB8_MG6gHpr4bqAeYzhuoB5oG2AcB0ggHCIABEAEYAfIIG2FkeC1zdWJzeW4tNTAxNTY5MDM3MDM2NTk4M7EJB4i9kBujSraACgPYEwo&num=1&cid=CAASEuRoqCQFSN_s0KmsEHv8sZIDBg&sig=AOD64_1DXIMoOK1xVnyK0wlGGIA9euJvgQ&client=ca-pub-7439041255533808&adurl=http://www.iotindiacongress.com/iot-2018/
https://www.financialexpress.com/photos/technology-gallery/1029021/smartphones-launching-in-2018-from-xiaomi-mi-mix-3-to-samsung-galaxy-9-here-is-full-list/
https://www.financialexpress.com/photos/technology-gallery/1028341/nasa-astronauts-conduct-first-spacewalk-of-2018-see-pictures/
https://www.financialexpress.com/photos/technology-gallery/1028341/nasa-astronauts-conduct-first-spacewalk-of-2018-see-pictures/
https://www.financialexpress.com/photos/technology-gallery/1025422/from-call-of-duty-wwii-gta-v-to-star-wars-battlefront-ii-here-are-the-best-selling-games-of-2017-list-will-startle-you/
https://www.financialexpress.com/photos/technology-gallery/1025422/from-call-of-duty-wwii-gta-v-to-star-wars-battlefront-ii-here-are-the-best-selling-games-of-2017-list-will-startle-you/
https://www.financialexpress.com/photos/technology-gallery/1023934/flipkart-republic-day-sale-massive-discounts-on-iphone-x-mi-mix-2-redmi-note-4-more/
https://www.financialexpress.com/photos/technology-gallery/1023934/flipkart-republic-day-sale-massive-discounts-on-iphone-x-mi-mix-2-redmi-note-4-more/
https://www.financialexpress.com/photos/technology-gallery/1019350/5g-or-something-more-what-800-mn-smartphone-users-in-the-world-want-the-answer-is-here/
https://www.financialexpress.com/photos/technology-gallery/1019350/5g-or-something-more-what-800-mn-smartphone-users-in-the-world-want-the-answer-is-here/
https://www.financialexpress.com/india-news/getting-difficult-to-find-retain-maths-science-teachers-in-village-schools-says-vice-president-m-venkaiah-naidu/1331214/
https://www.financialexpress.com/india-news/getting-difficult-to-find-retain-maths-science-teachers-in-village-schools-says-vice-president-m-venkaiah-naidu/1331214/
https://www.financialexpress.com/market/commodities/gold-bounces-back-to-rs-31550-per-10-gram-on-positive-global-cues-jewellers-buying/1331162/
https://www.financialexpress.com/market/commodities/gold-bounces-back-to-rs-31550-per-10-gram-on-positive-global-cues-jewellers-buying/1331162/
https://www.financialexpress.com/india-news/portugal-goa-ink-mou-on-water-management-sanitation/1331210/
https://www.financialexpress.com/india-news/portugal-goa-ink-mou-on-water-management-sanitation/1331210/
https://www.izooto.com/getting-started-with-izooto?utm_source=referral&utm_medium=PoweredBy&utm_campaign=http%3A%2F%2Ffinancialexpress.com
javascript:void(0)
javascript:void(0)

29/09/2018 Why Facebook data misuse scandal can't lesson India's data security ecosystem? - The Financial Express

Tripl: o Click on allow to subscribe to notifications
L]
FINEEIAL Stay updated with the latest happenings on our site
EXPRESS
Powered by 3 jZooto Allow Later
Manc

Bhindranwale’s photo

cefusal to remove

The Express Group The Indian Express The Financial Express Loksatta Jansatta inUth Ramnath Goenka Awards

Privacy Policy | Advertise with Us { Contact Us | Feedback

Copyright © 2018 The Indian Express [P] Ltd. All Rights Reserved.

https://www.financialexpress.com/industry/technology/why-facebook-data-misuse-scandal-cant-lesson-indias-data-security-ecosystem/1113565/

12/13


https://www.financialexpress.com/india-news/triple-talaq-ordinance-against-women-says-asaduddin-owaisi/1331203/
https://www.financialexpress.com/india-news/triple-talaq-ordinance-against-women-says-asaduddin-owaisi/1331203/
https://www.financialexpress.com/india-news/manohar-lal-khattar-cancels-gurdwara-visit-over-authorities-refusal-to-remove-bhindranwales-photo/1331193/
https://www.financialexpress.com/india-news/manohar-lal-khattar-cancels-gurdwara-visit-over-authorities-refusal-to-remove-bhindranwales-photo/1331193/
https://www.financialexpress.com/todays-paper/
http://indianexpress.com/
http://itunes.apple.com/us/app/financial-express-for-iphone/id508738603?mt=8
http://itunes.apple.com/in/app/the-financial-express/id491303242?mt=8
https://play.google.com/store/apps/details?id=com.financialexpress.android
https://www.financialexpress.com/syndication/
http://epaper.financialexpress.com/
https://www.facebook.com/thefinancialexpress
https://twitter.com/FinancialXpress
https://plus.google.com/+financialexpress
http://expressindia.indianexpress.com/news/expressgroup/
http://www.indianexpress.com/
https://www.financialexpress.com/
https://www.loksatta.com/
https://www.jansatta.com/
https://www.inuth.com/
http://expressindia.indianexpress.com/ramnath-goenka-foundation/
https://www.financialexpress.com/privacy-policy/
http://expressgroup.indianexpress.com/advertise.html
https://www.financialexpress.com/contact-us/
https://www.financialexpress.com/feedback/
https://www.izooto.com/getting-started-with-izooto?utm_source=referral&utm_medium=PoweredBy&utm_campaign=http%3A%2F%2Ffinancialexpress.com
javascript:void(0)
javascript:void(0)

29/09/2018 Why Facebook data misuse scandal can't lesson India's data security ecosystem? - The Financial Express

https://www.financialexpress.com/industry/technology/why-facebook-data-misuse-scandal-cant-lesson-indias-data-security-ecosystem/1113565/  13/13



