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Mansi Taneja
 

Updated: Sep 6, 2017, 07:15 AM IST

The recent Supreme Court judgment that right to privacy is 'intrinsic to life and liberty' may have repercussions
on Aadhaar scheme which collects personal details and biometrics for generating a unique identi�cation
number. Cyber law expert and Supreme Court lawyer Pavan Duggal, in an interview with Mansi Taneja, said the
SC ruling is the 'Dawn of a new beginning' but Aadhaar Act needs to be amended in view of the same as it violate
privacy in its current form.

How will the SC judgement on privacy impact the Aadhaar scheme?

The SC judgement will have a direct impact on the Aadhaar scheme. Though the judgement is prospective and
people have a fundamental right to privacy, as on this date, Aadhaar data continues to be on a central database.
Currently, privacy protection under Aadhaar is not strong as cybersecurity has been just given a lip service.
Aadhaar has been walking on thin ice. Since 2009-16, there was no law governing it. It was granted legality
presuming that Aadhaar will be voluntary. The Act needs to be amended as Aadhaar has been made mandatory -
for bank accounts, income tax returns and others. SC will now decide privacy matters related to it.

An entire ecosystem has developed around Aadhaar. How secure is it?

This ecosystem around Aadhaar is completely insecure and in its current form, it violates privacy norms. When
the Aadhaar Act was passed, it was with the presumption that Aadhaar would be voluntary, so it only talked
about the security of the Central Identities Data Repository. The more the cybersecurity, more are chances that
privacy of Aadhaar will be protected. There have been many instances of Aadhaar leaks, which show that it is no
completely secure. That is why UIDAI (Unique Identi�cation Authority of India) is �ling FIRs right, left and centre
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No responsibility has been �xed for stakeholders involved in the ecosystem. Also, there is no individual redressa
mechanism if there is some breach related to Aadhaar. Aadhaar has cut off the hand of its users. Especially, if
your Aadhaar data is compromised, you as an Aadhaar user are not authorised/empowered to report the matter
directly to police. Only UIDAI can report the matter to the police. Aadhaar should be made voluntary. Making it
mandatory is like putting entire citizens of the country in a river of �re without adequate protection.

Technology is changing rapidly. And at a time when the government is talking about Digital India, where does our
Information Technology (IT) Act stand?

The current IT Act is a thoroughly outdated legislation. The last amendments were done in 2008; that too, were
changes and all issues were not addressed. Technology has changed so much in the last ten years, the IT Act
needs to re�ect existing realities of today's world. And in context of Aadhaar, how it is compliant with IT Act, we
don't know. Aadhaar is nothing but data and information in an electronic format.

Lastly, how do you think the SC judgement will impact the ongoing case of WhatsApp/Facebook?

The SC ruling does not cover private players. The judgement has only made a right to privacy enforceable against
states actions. The IT Act covers third-party service providers, but the government has not speci�ed parameters
for privacy protection in it. The government needs to come out with rules and regulations and ask providers to
take steps for protection and preserve the privacy of users.

Supreme Court  Interview  India Business Report  IT Act  right to privacy  Aadhaar  Unique Identi�cation Authority of India

Pavan Duggal  Aadhaar Act

      
http://dnai.in/f438

Entertainment Must Reads

KBC 10: Who is the only Indian to have reached two singles �nals of All England Badminton Championship?

https://www.dnaindia.com/topic/supreme-court
https://www.dnaindia.com/topic/interview
https://www.dnaindia.com/topic/india-business-report
https://www.dnaindia.com/topic/it-act
https://www.dnaindia.com/topic/right-to-privacy
https://www.dnaindia.com/topic/aadhaar
https://www.dnaindia.com/topic/unique-identification-authority-of-india
https://www.dnaindia.com/topic/pavan-duggal
https://www.dnaindia.com/topic/aadhaar-act
https://www.facebook.com/sharer/sharer.php?u=https%3A%2F%2Fwww.dnaindia.com%2F%2Fbusiness%2Finterview-currently-privacy-protection-under-aadhaar-is-not-strong-pavan-duggal-2543248
https://twitter.com/share?url=http%3A%2F%2Fdnai.in%2Ff438&lang=en&text=Currently%2C+privacy+protection+under+Aadhaar+is+not+strong%3A+Pavan+Duggal&via=dna%20@mansitaneja
https://plus.google.com/share?url=https%3A%2F%2Fwww.dnaindia.com%2F%2Fbusiness%2Finterview-currently-privacy-protection-under-aadhaar-is-not-strong-pavan-duggal-2543248&hl=en
https://www.linkedin.com/shareArticle?url=https%3A%2F%2Fwww.dnaindia.com%2F%2Fbusiness%2Finterview-currently-privacy-protection-under-aadhaar-is-not-strong-pavan-duggal-2543248
https://www.dnaindia.com/television/report-kbc-10-who-is-the-only-indian-to-have-reached-two-singles-finals-of-all-england-badminton-championship-2665656
https://www.dnaindia.com/television/report-kbc-10-who-is-the-only-indian-to-have-reached-two-singles-finals-of-all-england-badminton-championship-2665656


21/09/2018 Currently, privacy protection under Aadhaar is not strong: Pavan Duggal

https://www.dnaindia.com/business/interview-currently-privacy-protection-under-aadhaar-is-not-strong-pavan-duggal-2543248 4/5

PROMOTED STORIES

NEXT STORY

Portfolio strategies for retail investors

'Batti Gul Meter Chalu' Review: Shahid Kapoor and Shraddha Kapoor's social drama educates but fails to entertain

Shilpa Shetty Kundra reveals what kept her way from movies since her 2007 release 'Apne'

Karenjit Kaur- The Untold Story season 2: Sunny Leone reveals why she is narrating her life story

6 Cardio Exercises That
Can Keep Blood Sugar in
check
LifeToTheFullest.Abbott

Discovery: The golden era
of marketing
Campaign Asia

Where Do The Richest
Americans Live?
Mansion Global

Guest Column: The festive
season brands have been
waiting for is here
exchange4media.com

The Diabetes/Heart
Disease Connection &
How to Stay Healthy
LifeToTheFullest.Abbott

Outbrain's Sphere: A tool
for premium publishers to
battle Google/Facebook?
Campaign Asia

Jennifer Lawrence,
World’s Highest-Paid
Actress, is Making Real
Mansion Global

The British Prime
Minister And George
Clooney Share More Than
Mansion Global

https://www.outbrain.com/what-is/default/en
https://www.dnaindia.com/personal-finance/report-portfolio-strategies-for-retail-investors-2543239
https://www.dnaindia.com/movie-reviews/report-batti-gul-meter-chalu-review-shahid-kapoor-and-shraddha-kapoor-s-social-drama-educates-but-fails-to-entertain-2665689
https://www.dnaindia.com/movie-reviews/report-batti-gul-meter-chalu-review-shahid-kapoor-and-shraddha-kapoor-s-social-drama-educates-but-fails-to-entertain-2665689
https://www.dnaindia.com/bollywood/report-shilpa-shetty-kundra-reveals-what-kept-her-way-from-movies-since-her-2007-release-apne-2665364
https://www.dnaindia.com/bollywood/report-shilpa-shetty-kundra-reveals-what-kept-her-way-from-movies-since-her-2007-release-apne-2665364
https://www.dnaindia.com/television/report-karenjit-kaur-the-untold-story-season-2-sunny-leone-reveals-why-she-is-narrating-her-life-story-2665481
https://www.dnaindia.com/television/report-karenjit-kaur-the-untold-story-season-2-sunny-leone-reveals-why-she-is-narrating-her-life-story-2665481
https://www.lifetothefullest.abbott/en_in/articles/what-is-cardio-s-link-with-diabetes-management-.html?cid=DISP_RH_IN_OB_45&obOrigUrl=true
http://www.campaignasia.com/article/discovery-the-golden-era-of-marketing/436051?obOrigUrl=true
https://www.mansionglobal.com/articles/where-do-the-richest-americans-live-41982?mod=mansiongl_edit_outbrain_Dec&mod=outbrain_71135&utm_campaign=71135&utm_term=$publisher_name$&obOrigUrl=true
http://www.exchange4media.com/advertising/guest-column-the-festive-season-brands-have-been-waiting-for-is-here_86644.html?obOrigUrl=true
https://www.lifetothefullest.abbott/en_in/articles/diabetes-care--tips-to-reduce-heart-disease-risk.html?cid=DISP_RH_IN_OB_41&obOrigUrl=true
http://www.campaignasia.com/article/outbrains-sphere-a-tool-for-premium-publishers-to-battle-google-facebook/442908/?obOrigUrl=true
https://www.mansionglobal.com/articles/jennifer-lawrence-world-s-highest-paid-actress-is-making-real-estate-moves-37727?mod=mansiongl_edit_outbrain_Dec&mod=outbrain_71135&utm_campaign=71135&utm_term=$publisher_name$&obOrigUrl=true
https://www.mansionglobal.com/articles/what-do-the-british-prime-minister-and-george-clooney-have-in-common-34798?mod=mansiongl_edit_outbrain_Dec&mod=outbrain_71135&utm_campaign=71135&utm_term=$publisher_name$&obOrigUrl=true


21/09/2018 Currently, privacy protection under Aadhaar is not strong: Pavan Duggal

https://www.dnaindia.com/business/interview-currently-privacy-protection-under-aadhaar-is-not-strong-pavan-duggal-2543248 5/5

 HOME  INDIA  WORLD  BUSINESS  TECHNOLOGY  SPORTS  ENTERTAINMENT  EPAPER

FOLLOW US ON
      

ABOUT DNA  CONTACT US  INVESTORS  ADVERTISE  REPRINT RIGHTS

PARTNER SITES
ZEE NEWS  HINDI NEWS  MARATHI NEWS  BENGALI NEWS  TAMIL NEWS  MALAYALAM NEWS  ZEE BUSINESS  WION

©2018 Diligent Media Corporation Ltd.

NEXT STORY

https://www.dnaindia.com/
https://www.dnaindia.com/
https://www.dnaindia.com/india
https://www.dnaindia.com/world
https://www.dnaindia.com/business
https://www.dnaindia.com/technology
https://www.dnaindia.com/sports
https://www.dnaindia.com/entertainment
http://epaper.dnaindia.com/
https://www.facebook.com/dnaindia
https://twitter.com/dna
https://www.youtube.com/channel/UCIRAYFbJmrP--jyrC9MAIWQ/videos
https://www.dnaindia.com/about
https://www.dnaindia.com/contact
https://www.dnaindia.com/investors
https://www.dnaindia.com/advertise
http://dnasyndication.com/
http://zeenews.india.com/
http://zeenews.india.com/hindi
http://zeenews.india.com/marathi
http://zeenews.india.com/bengali
http://zeenews.india.com/tamil
http://zeenews.india.com/malayalam
http://www.zeebiz.com/
http://www.wionews.com/
https://www.dnaindia.com/personal-finance/report-portfolio-strategies-for-retail-investors-2543239

