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Your Privacy is Public
Property
Rules issued by a control-obsessed government have armed officials with widespread
powers to pry into your private life. This article was published in Mail Today on
Sunday, May 15, 2011.
The government has gifted itself the power to pry into your electronic personal details without a
search warrant. With new IT Rules, it can lay claim to an array of your most sensitive and
zealously guarded personal details — ranging from your ATM pin, your net banking password,
your credit card details, to the status of your mental health, your DNA profile, and even your
sexual orientation. “These rules are a complete invasion of privacy
with immense potentiality of misuse,” says Supreme Court advocate and cyber law expert Pawan
Duggal. Drawing attention to the fact that such executive orders are often drafted by government
officials who aren’t legally qualified, Duggal asks: "Our medical records and sexual orientation
have no bearing on the verification of our identity or our cyber crime record. So why should the
state want access to this data?" That is not all. Every key stroke you make at a cyber cafe will now
be under the scanner — with cafe owners being asked to maintain logs of your online activities for
a minimum of one year. The rules have also turned the heat on internet service providers and
social-networking sites to remove objectionable content posted on them, leading to strong
objections from Google.
Under provisions of the Indian Post Office Act, 1898, The Indian Telegraph Act, 1885, and the
Information Technology Act, 2000, the state already has the power to snoop through the letters
you post, the emails you send and the calls you make. But while such surveillance came with
several checks and balances, cyber law experts and internet activists say that the government can
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now access private data with far more ease.
"Whenever any government agency needs to access information on individuals, detailed
processes need to be followed so that the rights of the citizen are protected. You need a
magistrate — who is not part of the government — to sign a search warrant. A home secretary
with the centre or state has to sanction a phone tapping request," points out M.R. Madhavan,
head of research, PRS Legislative Research.
These safeguards have not been included for access to electronic databases. "An investigating
officer simply needs to give a request in writing, in contravention of all other norms," says
Madhavan.
Your privacy is being violated at several levels with the new rules, says Sunil Abraham, executive
director of Bangalore’s Centre for Internet and Society. "Cyber cafe owners across the country can
now take photos of women coming to their cafes. They also have to show their identity proof.
Many women fear they can be harassed on the basis of this information." Cyber cafe owners also
have to maintain records on who you are mailing, the subject, how often you access a web page,
the packets of data sent and received, etc. Be prepared for rampant leakage of personal
information with this provision, warns Abraham.
"A boy who fancies you could easily bribe the cafe owner to get the list of websites you access. The
owner will have all the information on you stored for a minimum of one year. No process of
destroying the logs has been specified by the IT rules and regulations," says Abraham.
The trouble, says Venkatesh Nayak, the Programme Coordinator for Access to Information,
Commonwealth Human Rights Initiative, is that everyone is suspect in the eyes of the government
because of the perception that terrorists don’t function like organised crime syndicates.
Privacy concerns are taken far more seriously in the West. "In countries which have a data
protection law, there are data protection tribunals and data protection commissioners. It is not
that easy for governments to collect sensitive information on individuals and keep it away from
them," says Nayak.
The government, meanwhile, denies any invasion of privacy with the rules. "The intent of the
rules is to protect sensitive personal information. The rules do not give any undue powers to
government agencies for free access of sensitive personal information," the department of
Information Technology has said in a statement.
Cyber experts aren’t convinced, and believe that the days of greater surveillance lie ahead. "After
9/11, the US Homeland Security had started accessing databases of public libraries to find out
what people were reading. The day may not be far for us," is Nayak’s dark projection.
Read the original published by Mail Today here
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Kusuma Trust
Kusuma Trust supports innovation, new developments in higher education, training and advocacy, all of which
have enormous potential to benefit society.

Support Us
Please help us defend citizen and user rights on the Internet!
You may pay online via Instamojo.
Or, write a cheque in favour of ‘The Centre for Internet and Society’ and mail it to us at No. 194, 2nd ‘C’ Cross,
Domlur, 2nd Stage, Bengaluru, 560071.

Request for Collaboration
We invite researchers, practitioners, artists, and theoreticians, both organisationally and as individuals, to
engage with us on topics related internet and society, and improve our collective understanding of this field. To
discuss such possibilities, please write to Sunil Abraham, Executive Director, at sunil[at]cis-india[dot]org or
Sumandro Chattapadhyay, Research Director, at sumandro[at]cis-india[dot]org, with an indication of the form
and the content of the collaboration you might be interested in.
In general, we offer financial support for collaborative/invited works only through public calls.

O뿥恂ice Locations
Bengaluru: No. 194, 2nd ‘C’ Cross, Domlur, 2nd Stage, Bengaluru, 560071. Location on Google Map.
Delhi: First floor, B 1/8, Hauz Khas, near G Block market, after Crunch, New Delhi, 110016. Location on Google
Map.

About Us
The Centre for Internet and Society (CIS) is a non-profit organisation that undertakes interdisciplinary research
on internet and digital technologies from policy and academic perspectives. The areas of focus include digital
accessibility for persons with diverse abilities, access to knowledge, intellectual property rights, openness
(including open data, free and open source software, open standards, open access, open educational resources,
and open video), internet governance, telecommunication reform, digital privacy, and cyber-security. The
academic research at CIS seeks to understand the reconfigurations of social and cultural processes and
structures as mediated through the internet and digital media technologies.
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Through its diverse initiatives, CIS explores, intervenes in, and advances contemporary discourse and practices
around internet, technology and society in India, and elsewhere.
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