1/18/2016

Regulations being introduced in RFID  The Economic Times
Sign In / Sign Up

Indiatimes The Times of India The Economic Times More

Markets

News

Industry

New

Small Biz

Politics

Wealth

MF

Tech

Jobs

Opinion

NRI

Slideshows

More

ET NOW

ET Speed

ET Portfolio

Search for News, Stock Quotes & NAV's

You are here: ET Home
03:09 PM | 18 JAN LIVE
MARKET STATS

Magazines

FOLLOW ET:

SENSEX

24,177.97

NIFTY 50

7,348.40

277.07

GOLD (MCX) (Rs/10g.)

89.40

26,040.00

72.00

USD/INR

67.66

0.06

MARKET
DASHBOARD

0

CREATE
PORTFOLIO

Regulations being introduced in RFID
Like

Share 3,475,942 people like this. Sign Up to see
what your friends like.

Post a Comment

By Pavan Duggal, | 22 May, 2005, 02.35AM IST
Ads by Google

Best SIP Investment Plans

SPOTLIGHT

www.myuniverse.co.in/ZipSip  Invest in
best top funds & avail higher returns. Invest in 2 Mins.

That sinking feeling!

ET SPECIAL: Love visual aspect of news? Enjoy
this exclusive slideshows treat!

Valley politics

What is RFID? I hear that it is a technology that's beginning to be regulated in
various countries?
SK
Radio frequency identification (RFID) is a method of remotely storing and retrieving data
using devices called RFID tags/transponders. An RFID tag is a small object, such as an
adhesive sticker, that can be attached to or incorporated into a product. RFID tags
contain antennas that enable them to receive and respond to radio frequency queries
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This technology is used in several widescale systems including vehicle immobilizers, for
passports and other governmentissued identification
There is no global public body that governs the frequencies used for RFID. In principle,
every country can set its own rules, but some standards have been made regarding RFID
technology. EPCGlobal is the standard that is most likely going to form the basis of a
Worldwide standard.
The standard proposed by EPCGlobal includes privacyrelated guidelines for the use of
RFIDbased EPC (Electronic Product Code) .
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They include the requirement to give consumers clear notice of the presence of EPC and
to inform them of the choice that they have to discard, disable or remove EPC tags.
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However, these guidelines are nonbinding. However, governmental regulation of this
technology by passage of legislation is beginning to take shape.
A unique bill is making its way into the legislative system in California. This bill, if passed,
would be the first legislation in the United States and possible the world, which relates to
the issue of regulation of RFID. A look at the bill shows that it proposes to enact the
Identity Information Protection Act of 2005.
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The bill stipulates that no identification document created, mandated, purchased, or
issued by a state, county, or municipal government, or subdivision or agency thereof shall
contain a contactless integrated circuit or other device that can broadcast personal
information or enable personal information to be scanned remotely, except the exceptions
detailed in the bill.
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The proposed law also stipulates that any person or entity that remotely scans or
attempts to remotely scan a person's identification document without his/ her knowledge
may be punished, upon conviction, by imprisonment in a county jail for up to one year.
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The court may also impose a fine of $1,000 to $5,000, or imprisonment or both.
The proposed law further seeks to regulate 'skimming', a phenonemon where the
electronic information on a RFID chip is read by someone without the consent or
knowledge of the person carrying it. This is possible with the help of an electronic reading
device .
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The bill has already generated a lot of interest. If passed, it be the benchmark for all
subsequent legistlations.
How important is information security from the perspective of law?
RB
Information security is centre stage ever since the 9/11 attacks.
What initially began as a concern for physical and critical infrastructure security, has
swiftly transformed into concern for information security and overall security in the
electronic medium.
That is the reason why we are finding that increasingly, countries across the world and
their governments are beginning to make regulations and laws impacting information
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security and data security, more so in the light of the events that have developed after the
9/11 attacks. I believe information security is the most important sector and crucial
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In Indian, some security aspects relating to the electronic medium are covered by the

foundation on which any ecommerce ecosystem can be built.

Indian Cyberlaw and the various rules made thereunder. However, information security is
constantly evolving phenomenon and as time passes, we are likely to see more attempts
at regulation of various aspects of information security in the coming times.
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That is the reason why increasingly people need to be conscious about security. However
what we require is enablement and not regulation. Governments need to provide enabling
legal infrastructure and mechanisms to preserve and protect the security of not just
information or data but also of computers, computer systems and/or computer networks
at all.
I Read on the Net that companies do not register their cyber crime cases. Is this
correct? What is the reason for this?
AJK
It is true that companies are normally not inclined to report cyber crimes because of the
peculiar mindset in different countries. In India, any cyber crime registration receives
extensive press coverage and most companies do not that kind of media publicity for fear
of losing potential business prospects.
However, we do have instances of companies effectively prosecuting claims in cyber
crime cases. The decision of whether to report a case or not is always taken by the
management of the company.
My email is being regularly hacked. What do I need to do? Please help me. Is there
a legal recourse to this problem?
RKV
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It appears that someone is to target you and the electronic communication of your email
account. I don't know about your area of work  it is possible that you deal with sometime
valuable. Alternatively, you could be the target of the wrath of some hacker. You need to
report the matter to the concerned deputy superintendent of police in your area.

Best ways to save tax under
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Act

If the police decides to register the case, they will do so under Section 66 of the Indian
cyberlaw. Hacking has been made a penal offence under the Indian cyberlaw. This act is
punishable with imprisonment of up to three years and fine which may extend to Rs 2
lakh.

Cola industry stumped by
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aerated drinks

Besides registering a case, you should protect yourself from future hacking attacks. If you
cannot do so, you should stop communicating anything valuable through email. If you can
afford it, you should create a new email account and stop using the current one.
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