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Protected systems and networks

My query relates to Section 70 of the Information Technology Act 2000 which states that
the government may declare any computer, computer system or computer network to be
a "protected system".  
Could you let me know under what circumstances a computer, etc, can be declared a
"protected system"? Also, since the Act does not define "protected system", would you
call that an omission? Would you say that Section 70 is arbitrary, giving wide powers to
the government and therefore violates Art.14 of the Constitution of India?  
Sanjeev Govindan  
The issue raised by you is indeed very pertinent. Section 70 of the Information
Technology Act is the only provision in the Indian cyberlaw, which deals with the issue of
protected system. The definitional clause under Section 2 of the IT Act 2000 does not
define a "protected system".  
Under Section 70, the appropriate government — whether Central or state — has the
discretion to declare any computer, computer system or computer network as a protected
system.  
But section 70 does not define a protected system or any parameters or standards which
will enable the appropriate government to declare a computer system or a network to be
a protected system.  
However, in my opinion any computer, computer system or computer network, containing
extremely crucial and critical information from the government's perspective can indeed
be declared a protected system.  
Further any computer, computer system or computer network, which is key to an integral
part of crucial sovereign functions of a state, be it defence, maintenance of public order,
decency or friendly relations with other nations, can also be designated as a protected
system.  
A government can also declare a computer, computer system or network as a protected
system if it feels, at any point of time, that it is critical for public interest and that any
compromise with regard to its security could impact people, groups or even the society.  
I think that over a period of time, the government will have to draw up appropriate rules
and regulations elaborating distinct parameters on the basis of which a protected system
can be declared.  
This would come within the residual powers granted to the Central government under the
provisions of the IT Act wherein it has been provided that the Central government may by
notification in the official gazette and in the electronic gazette make rules to carry out the
provisions of the Act, including any matter which is required to be prescribed.  
I distinctly agree with your suggestion that the IT Act 2000 has committed a glaring
omission by not defining the words "protected system". Had it defined the word "protected
system" in its definitional clause under Section 2 or by way of explanation under Section
70, life would have been far simpler so that there would have been lesser chances of a
debate on the issue.  
Regarding your last query, I feel that Section 70 is not at all arbitrary. It is true that

3,474,990 people like this. Sign Up to see
what your friends like.

Like Share

James Passin, daredevil investor, believes North

CREATE
PORTFOLIO

0
Search for News, Stock Quotes & NAV's

04:05 PM | 15 JAN
MARKET STATS

EOD

ET PortfolioET SpeedMarkets News Industry Small Biz
New

Politics Wealth MF Tech Jobs Opinion NRI Slideshows Magazines More ET NOW

Indiatimes The Times of India The Economic Times More

https://www.facebook.com/EconomicTimes
http://twitter.com/economictimes
https://plus.google.com/+TheEconomicTimes/
http://economictimes.indiatimes.com/rss.cms
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript://
javascript://
http://economictimes.indiatimes.com/industry/banking/finance/banking/rbi-governor-raghuram-rajan-will-meet-bank-chiefs-next-week-to-review-state-of-bad-loans/articleshow/50597747.cms
http://economictimes.indiatimes.com/industry/banking/finance/banking/rbi-governor-raghuram-rajan-will-meet-bank-chiefs-next-week-to-review-state-of-bad-loans/articleshow/50597747.cms
http://economictimes.indiatimes.com/industry/banking/finance/banking/government-to-fund-banks-if-new-bad-loan-norms-erode-capital/articleshow/50598052.cms
http://economictimes.indiatimes.com/industry/banking/finance/banking/rbis-deadline-to-clean-up-bad-loans-may-hit-banks-profit-arundhati-bhattacharya/articleshow/50595400.cms
http://economictimes.indiatimes.com/news/international/business/as-clock-ticks-down-on-sanctions-oil-laden-iran-tankers-set-to-target-india-and-europe/articleshow/50586246.cms
http://economictimes.indiatimes.com/markets/commodities/crude-oil-at-30-may-not-be-good-news-for-you-heres-why/articleshow/50587018.cms
http://economictimes.indiatimes.com/small-biz/startups/pm-narendra-modi-to-unveil-startup-action-plan-today-as-a-major-breakthrough-for-entrepreneurship-in-india/articleshow/50597549.cms
http://economictimes.indiatimes.com/news/defence/pathankot-attack-follow-israels-top-notch-technology-tricks-to-protect-india-pakistan-border/articleshow/50598420.cms
http://economictimes.indiatimes.com/small-biz/startups/housing-employees-threaten-to-take-action-over-phantom-stocks-gifted-by-former-chief-rahul-yadav/articleshow/50598797.cms
http://economictimes.indiatimes.com/mostviewed.cms
http://economictimes.indiatimes.com/
http://economictimes.indiatimes.com/
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/markets/markets/1977021501.cms
javascript:;
http://economictimes.indiatimes.com/opinions/43196757.cms
https://www.google.com/url?ct=abg&q=https://www.google.com/adsense/support/bin/request.py%3Fcontact%3Dabg_afc%26url%3Dhttp://economictimes.indiatimes.com/protected-systems-and-networks/articleshow/43196757.cms%26gl%3DIN%26hl%3Den%26client%3Dca-economictimes_site_js%26hideleadgen%3D1%26ai0%3DC8mzMzxGaVr-fENDQWp3IqZAF_JHEvAaU2KG-tAKUhbS0ARABILC0pAZg5cLkg6QOoAHQg5H5A8gBAakCsri-irqwTz6oAwGqBLcBT9BsvOrNdIY-zSSF-eVkMCORrR-mO8A3BHP6fHHkuwpTmpj1MKRkyq3LJsoUmJHHofgwkk784_4j5OiB6OleTXbbs4OdhRFZuIWdEp4oPRvH_sr-v28hvqiGz1TnqwoNjxszBWbLAhlqGdf-n9tiEMfcmPBiCMBixb8vv0L4DC2LZsndKrRFyUB3HQkcn3PWS0lagNnSsBEFrSD3SPVlk3Y7ZmwPnJar2mJlCZ0M3YqHjcuDygDSiAYBgAeY_O4GqAemvhvYBwHYEwg&usg=AFQjCNGp4hVhIQr68zMtyItrQ5gnVoNLUQ
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C8mzMzxGaVr-fENDQWp3IqZAF_JHEvAaU2KG-tAKUhbS0ARABILC0pAZg5cLkg6QOoAHQg5H5A8gBAakCsri-irqwTz6oAwGqBLcBT9BsvOrNdIY-zSSF-eVkMCORrR-mO8A3BHP6fHHkuwpTmpj1MKRkyq3LJsoUmJHHofgwkk784_4j5OiB6OleTXbbs4OdhRFZuIWdEp4oPRvH_sr-v28hvqiGz1TnqwoNjxszBWbLAhlqGdf-n9tiEMfcmPBiCMBixb8vv0L4DC2LZsndKrRFyUB3HQkcn3PWS0lagNnSsBEFrSD3SPVlk3Y7ZmwPnJar2mJlCZ0M3YqHjcuDygDSiAYBgAeY_O4GqAemvhvYBwHYEwg&num=1&cid=5GgFswDsGPGS1MlNPN0-0iiK&sig=AOD64_3yCtx_U8WDo5Y33CJQHfGRvFlh1A&client=ca-economictimes_site_js&adurl=https://www.equitymaster.com/5MinWrapUp/5min-AA-2015.asp%3Fregsrc%3D198
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C8mzMzxGaVr-fENDQWp3IqZAF_JHEvAaU2KG-tAKUhbS0ARABILC0pAZg5cLkg6QOoAHQg5H5A8gBAakCsri-irqwTz6oAwGqBLcBT9BsvOrNdIY-zSSF-eVkMCORrR-mO8A3BHP6fHHkuwpTmpj1MKRkyq3LJsoUmJHHofgwkk784_4j5OiB6OleTXbbs4OdhRFZuIWdEp4oPRvH_sr-v28hvqiGz1TnqwoNjxszBWbLAhlqGdf-n9tiEMfcmPBiCMBixb8vv0L4DC2LZsndKrRFyUB3HQkcn3PWS0lagNnSsBEFrSD3SPVlk3Y7ZmwPnJar2mJlCZ0M3YqHjcuDygDSiAYBgAeY_O4GqAemvhvYBwHYEwg&num=1&cid=5GgFswDsGPGS1MlNPN0-0iiK&sig=AOD64_3yCtx_U8WDo5Y33CJQHfGRvFlh1A&client=ca-economictimes_site_js&adurl=https://www.equitymaster.com/5MinWrapUp/5min-AA-2015.asp%3Fregsrc%3D198
http://economictimes.indiatimes.com/slideshows.cms
https://www.facebook.com/campaign/landing.php?campaign_id=137675572948107&partner_id=economictimes.indiatimes.com&placement=like_plugin&extra_1=http%3A%2F%2Feconomictimes.indiatimes.com%2Fprotected-systems-and-networks%2Farticleshow%2F43196757.cms&extra_2=IN
http://economictimes.indiatimes.com/markets/commodities/james-passin-daredevil-investor-believes-north-korea-is-sitting-on-as-much-as-1-billion-barrels-of-crude/articleshow/50573905.cms
http://etportfolio.economictimes.indiatimes.com/DashBoard.htm
javascript:log('sh_fb','');logonmyt('Shared',navmsid,'Facebook')
https://twitter.com/intent/tweet?text=Protected%20systems%20and%20networks%20%20-%20The%20Economic%20Times&url=http://economictimes.indiatimes.com/articleshow/43196757.cms&counturl=http%3A//economictimes.indiatimes.com/protected-systems-and-networks/articleshow/43196757.cms
https://plus.google.com/share?url=http://economictimes.indiatimes.com/articleshow/43196757.cms
javascript:void()
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
http://economictimes.indiatimes.com/articleshow/43196757.cms?prtpage=1
javascript:void(0)
http://economictimes.indiatimes.com/marketstats.cms
http://economictimes.indiatimes.com/
http://etportfolio.economictimes.indiatimes.com/DashBoard.htm?vendorCode=985a8ea7f8077b44b982541e5be9b561
http://speed.economictimes.indiatimes.com/
http://economictimes.indiatimes.com/markets/markets/1977021501.cms
http://economictimes.indiatimes.com/newshome.cms
http://economictimes.indiatimes.com/industry/articlelist/13352306.cms
http://economictimes.indiatimes.com/small-biz/articlelist/5575607.cms
http://economictimes.indiatimes.com/politicsnation.cms
http://economictimes.indiatimes.com/personal-finance/personalfinance/837555174.cms
http://economictimes.indiatimes.com/mutual_funds.cms
http://economictimes.indiatimes.com/tech/articlelist/13357270.cms
http://economictimes.indiatimes.com/jobs/articlelist/107115.cms
http://economictimes.indiatimes.com/opinion/opinionshome/897228639.cms
http://economictimes.indiatimes.com/nri/nrihome.cms
http://economictimes.indiatimes.com/slideshows.cms
http://economictimes.indiatimes.com/panache.cms
javascript:void()
http://economictimes.indiatimes.com/et-now/videohome/4413218.cms
http://www.indiatimes.com/
http://timesofindia.indiatimes.com/


1/16/2016 Protected systems and networks ­ The Economic Times

http://economictimes.indiatimes.com/protected­systems­and­networks/articleshow/43196757.cms 2/4

Section 70 does give wide powers to the government but to say that it violates Article 14
of the Constitution of India is an argument, which may not, in all likelihood, gain
acceptability in a court of law.  
This is so because though the Fundamental Rights granted under Constitution of India
are sacrosanct, it does not mean that there cannot be restrictions on them. It is true that
under Article 14 of the Constitution of India, it has been stipulated that the State shall not
deny to any person equality before the law or the equal protection of the laws within the
territory of India. This does not mean that a person has right to absolute equality. The law
has introduced the concept of equality among equals.  
In the totality of the discussions detailed above, I feel that Section 70 of the IT Act is not
arbitrary and can be seen to be a reasonable restriction which can be imposed upon the
right of equality under Article 14 of the Constitution of India. Of course, it would be
interesting to see what would be the outcome of such an issue, should it reach a court of
law.  
It is important to note that at the time of writing, the provisions of the IT Act has not been
tested in judicial waters. It will be interesting to see the developments in this regard.  
IS THE use of video conferencing for recording evidence legally permitted in India?  
BS  
Video conferencing represents one of the latest advancements of technologies which
have been put into service for public good and dispensation of justice. Till now video
conferencing has always been in a grey area in terms of its legality. However, in a recent
landmark judgement, the Supreme Court has given a verdict which promises to change
the course of criminal trial and procedure in India.  
In this case by its order, the Supreme Court permitted the use of technology in the
courtroom.  
In a matter of medical negligence, the Supreme Court held that video conferencing has
nothing to do with virtual reality. The court observed that advances in science &
technology has shrunk the world so as to enable a person to see and hear events which
are taking place far away.  
The Supreme Court in order to substantiate its viewpoint cited the example of the live
telecast of World Cup Cricket matches. The court held that both the person sitting inside
the stadium and the person in the drawing room can watch what's happening at the same
time.  
This is not virtual reality as one is actually seeing what's happening. The court has
described video conferencing as an advancement in technology that permits a person to
see, hear and talk to someone far away.  
The court has clearly taken the view that as long as an accused or his pleader is present
when the evidence is being recorded by video conferencing, that evidence is being
recorded in the "presence" of the accused. This judgement is of immense significance.  
Seen from another angle, video conferencing is nothing but the exchange of data in
electronic form and covered under the Information Technology Act 2000. In a country,
where dispensation of justice is relatively very slow, video conferencing promises to
expedite the process.  
IS THE law effective in tackling the menace of the new kinds of email worms that are
spreading all across the world? 
Ritesh  
Your question raises an important concern for email and internet users. It is true that in
some jurisdictions, the law does make an effort to address issues such as the
proliferation and distribution of email worms.  
However, many jurisdictions do not address it. It is important to note here that technology
is always ahead of the law and the laws against dissemination of email worms are not
very effective the world over.  
Existing statistics makes it clear that far from deterring worms, there are more and more
of them spreading globally.  
A survey conducted by ISS's X­Force Threat Analysis Services Division between January
1 and March 31, 2003 found that computer security incidents and attacks detected at
businesses worldwide soared by 84 per cent between the fourth quarter of 2002 and the
first quarter this year. There was a surge in the number of mass­mailing worms in that
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period.  
The number of worms and hybrid threats between January 1 and March 31 totalled 752,
compared with 101 in the fourth quarter of 2002, the report found.  
It gave a detailed analysis of the businesses attacked and found that retail businesses
were attacked the most, accounting for 35 per cent of attacks; financial services
accounted for 11.5 per cent, healthcare and manufacturing 9 per cent each, and federal
and local government 1 per cent. It further found that 26 per cent of security breaches
occurred over weekends in the first quarter of 2003, most of them on a Friday. The
Slammer worm began its propagation on Saturday, January 25.  
This study indicates that the law will have to be substantially changed to prevent the
spread of worms and other security breaches across the world.  
However, these are still early days and it will be interesting to see the reaction of
governments and law makers on these issues. We all know that drafting law and
implementing it is a time­consuming process.  
But one does hope that given the severity of the problem, legislatures and governments
across the world will take up the challenge and enact laws that are effective against email
worms and other security breaches.
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