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service with respect to that record and includes telecom service providers,
network service providers, internet service providers, web hosting service
providers, search engines, online payment sites, online-auction sites, online
market places and cyber cafes. All social media websites are qualified as
intermediaries under the Act.

The liability of intermediaries for third party is detailed in Chapter Xl of the
Act. Under Section 79 of the Act, intermediaries are as a principle not made
liable for third party data, information or communication link made available
by them, provided they comply with certain mandatory conditions, including
complying with the Act, and rules and regulations made there under. Social
media websites as intermediaries are duty bound to exercise due diligence
while discharging their obligations under the Act. Further, due diligence has
been defined under the Information Technology Rules, 2011 which ask
these service providers to have terms which they inform the users that they
shall not publish, upload, transmit any content which is violative of the law.

The Indian government notified the Information Technology Rules, 2011,
exactly a year ago. These rules include the Information Technology
(intermediary guidelines) Rules, 2011, which mandate social media
websites as intermediaries to have detailed terms and conditions, rules and

regulations and privacy policies in place so as to ensure compliance with the

law. In particular, rule 3 of the said rules categorically mandates that social
media websites shall inform the users of its computer resource not to host,
display, upload, modify, publish, transmit, update or share any information

FC SUPPLEMENTS

Roar!

+ Not so airy-fairy

» Kilimanjaro calls, are you heeding,
runners?

+ Paradise found

FC Invest | FC Know | FC Build

http://lwww.mydigitalfc.com/it-enabled-services/indian-cyber-law-miles-behind-realities-social-media-549

» Prayer for plenitude
Good policies can fulfil the hopes that
festivals voice
Season of warm and cheerful fruitfulness.
more...

PREVIOUS EDITORIALS

Gmail for Work

Look more professional with
custom Gmail from Google

Start free trial

FC NEWSLETTER

Stay informed on our latest news!

E-mail: *

Sign Up

1/4


http://www.mydigitalfc.com/
http://epaper.mydigitalfc.com/
http://www.mydigitalfc.com/taxonomy/social-media-mania
http://www.mydigitalfc.com/it-enabled-services
http://www.mydigitalfc.com/panelview/41187
http://www.mydigitalfc.com/panelview/4010
http://www.mydigitalfc.com/it-enabled-services/data-caught-networking-sites-prove-goldmine-companies-550
http://www.mydigitalfc.com/it-enabled-services/linkedin%E2%80%99s-user-base-grew-300-india-launch-548
http://www.mydigitalfc.com/it-enabled-services/new-technologies-workplace-altering-internal-communication-547
http://www.mydigitalfc.com/news/byod-workforce-new-target-cyber-criminals-541
http://www.mydigitalfc.com/opinion/uniting-society-through-unregulated-e-money-539
http://www.mydigitalfc.com/it-enabled-services/media-mix-advertising-and-marketing-get-digital-edge-546
http://www.mydigitalfc.com/it-enabled-services/ad-blitz-hiring-firms-make-most-social-media-545
http://www.mydigitalfc.com/it-enabled-services/social-network-543
http://www.mydigitalfc.com/power/power-play-663
http://www.mydigitalfc.com/opinion/pension-plans-galore-choose-wisely-653
http://www.mydigitalfc.com/views/bp-uma-shankarb-making-bailout-work-662
http://www.mydigitalfc.com/views/bpraveer-sinhab-uday-will-bring-about-change-power-sector-661
http://www.mydigitalfc.com/views/bshravan-sampathb-well-named-well-meant-halfway-there-660
http://www.mydigitalfc.com/leisure-writing/not-so-airy-fairy-599
http://www.mydigitalfc.com/leisure-writing/not-so-airy-fairy-599
http://www.mydigitalfc.com/leisure-writing/kilimanjaro-calls-are-you-heeding-runners-600
http://www.mydigitalfc.com/leisure-writing/paradise-found-602
http://www.mydigitalfc.com/panelview/12
http://www.mydigitalfc.com/panelview/13021
http://www.mydigitalfc.com/panelview/13
http://www.mydigitalfc.com/
http://www.mydigitalfc.com/commodities/sebi-suspends-forward-trade-agri-commodities-658
http://www.mydigitalfc.com/power/ntpc-cuts-energy-production-cost-136-657
http://www.mydigitalfc.com/companies/hul-numbers-disappoint-stocks-down-275-656
http://www.mydigitalfc.com/stock-market/losers-dominate-market-655
http://www.mydigitalfc.com/insurance/bdecodedb-kotak-premier-life-plan-654
http://www.mydigitalfc.com/gadgets/picture-sharing-app-652
http://www.mydigitalfc.com/stock-market/sensex-slips-318-pts-19-month-low-global-worries-630
http://www.mydigitalfc.com/petroleum/bhp-takes-72-billion-hit-us-shale-assets-632
http://www.mydigitalfc.com/news/rupee-recovers-4-paise-6725-against-dollar-629
http://www.mydigitalfc.com/companies/hul-q3-net-dips-22-rs-97140-cr-633
http://www.mydigitalfc.com/news/finmin-rbi-keeping-close-watch-re-cad-under-control-das-638
http://www.mydigitalfc.com/cars/maruti-showcase-vitara-brezza-ignis-concept-auto-expo-637
http://www.mydigitalfc.com/leisure-writing/numero-ono-332
http://www.mydigitalfc.com/news/how-sundar-pichai-climbed-ranks-become-google-ceo-185
http://www.mydigitalfc.com/knowledge/facts-behind-fantasy-153
http://www.mydigitalfc.com/knowledge/art-24-frames-second-156
http://www.mydigitalfc.com/knowledge/make-movie-your-smartphone-201
http://www.mydigitalfc.com/mutual-funds/epfo-checks-stock-market-invests-sbi-mf-018
http://www.mydigitalfc.com/2016/prayer-plenitude
http://www.mydigitalfc.com/2016/prayer-plenitude
http://www.mydigitalfc.com/views_editors_column
http://www.mydigitalfc.com/user?destination=node/110549
http://www.mydigitalfc.com/user/register
http://www.googleadservices.com/pagead/aclk?sa=L&ai=CK31hgt2ZVuKhBo-joAORgJigArSPxNwHzNnAkNMCqtu_oNQBEAEgn-PnCGDlwuSDpA6gAbjixrQDyAECqQKyuL6KurBPPuACAKgDAcgDmASqBOkBT9BTBKW_YNHBIcwqiYLc_tjGYrsNOkLSgJ5rYKPUPwVtsDTePYO-S8cVAm8BXVRJjrrvcbFYE9vGbKkUQdQN7irJIIlIU_WNFx3U68kTJ9MfFb3gePSRqJVOIFTBBPdRDpTN-c2f8mfvJM3W_EQCDhpWFiN9o1VfJ2giHPjJq3Jc1G7UPdnTAL8hV9RgQgGUNhgFEMNmN5a2CWAs9DZ5eWCm_1Gc74NFhlSq0atsLSfXjJGD2wc22lsxGyziBmRqEadu7o2zJdEP8R2m6C9cttFPKYVQ8WpU_XedYMg2MRKaV-tRqekk6-XgBAGIBgGgBgKAB5Tu_jqoB6a-G9gHAQ&num=1&cid=5GhBUThh0qwVzxqFBuTzn6N6&sig=AOD64_0xViHhX3OGsGz-4_dcPstBKSBXtA&client=ca-pub-0807768744011217&adurl=http://www.nearbuy.com/deal/mumbai/multiple/Dominos/985746
http://www.mydigitalfc.com/
http://www.mydigitalfc.com/money
http://www.mydigitalfc.com/market
http://www.mydigitalfc.com/brand
http://www.mydigitalfc.com/world-news
http://www.mydigitalfc.com/careers_opportunities
http://www.mydigitalfc.com/mind
http://www.mydigitalfc.com/offbeat
http://www.mydigitalfc.com/fc-interviews
http://www.mydigitalfc.com/fc-video-gallery
http://www.mydigitalfc.com/android-app
http://www.mydigitalfc.com/panelview/41187
http://www.mydigitalfc.com/views_editors_column
http://www.new.facebook.com/pages/Financial-Chronicle/107522110147
http://www.twitter.com/fclive
http://www.mydigitalfc.com/rss.xml
http://www.mydigitalfc.com/fc-newsletter-subscribe
http://www.deccanchronicle.com/
http://www.andhrabhoomi.net/
http://www.asianage.com/

1/16/2016 Indian cyber law miles behind the realities of social media | mydigitalfc.com

thatis grossly harmful, harassing, blasphemous, defamatory, obscene, n @ x
pornographic, paedophilic, libellous, invasive of another's privacy, hateful, or (*lmp|i|eam£0m
racially, ethnically objectionable, disparaging, relating or encouraging
money laundering or gambling, or otherwise unlawful in any manner
whatever. A perusal of the aforesaid parameters shows that these are very
vast parameters, which are capable of all kinds of subjective interpretations.
Of particular relevance is also the fact that once the social media websites
getany complaint from an affected party about such unwarranted content or
if they are so notified by the government, they are duty bound to act within 36
hours. In case they don’t act within 36 hours, they are exposed to legal
liability, both civil and criminal, under the Information Technology Act, 2000.
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The last few months has seen a lot of hectic activity in India in the context of
legal issues around social media. Last year, the statement by the Union
minister Kapil Sibal pertaining to pre-moderation of social media generated
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a lot of flak. A couple of litigations have been filed against some social media OUR ONLINE
service providers, which are subjudice at the time of writing. COURSES
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In the context of social media legal issues in India, a couple of principles
) AT . THE ASSIST TODAY'S COLUMNS
emerge in a crystal clear manner. The first principle is that any sovereign
government of a sovereign nation has got sovereign powers to make GET DIGITAL Urs Schoettli
legislations, regulations and rules for its nation, including for social media. MARKETING End of the great Chinese
The second principle is that if any social media website is operating in a CERTIFIED ONLINE. illusion
territory or in a nation or its services are impacting computers located there, it GET AHEAD. What is currently happening in China
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will have to comply with the law of that land, irrespective of whether itis

actually incorporated therein or not. The third principle is that since social Zehra Naqvi
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media websites are intermediaries, they will have to comply with the COURSES | PROFESSIONALS TRAINED Past sinks in quietly

The thing about reading the memoirs
of a doyen of ...

parameters of Section 79 of the Information Technology Act, 2000 under all
circumstances. The fourth principle is that if the Indian cyber law determines Know more
due diligence in a particular manner, till such time the law is not repealed,

amended or modified, all social media websites have to comply with the said Bubbles Sabharwal
| Live and let live, forgive and
aw. forget

Life really is a work in progress. What
I think there is an inherent problem if you're going in the direction of over we think..
regulation of social media. India has to realise that the Arab Spring
revolution had some learning for countries. If you try to stifle social media

INTERVIEWS

and stifle freedom of speech and expression therein, the chances of social
media having a tremendous impact upon political and social institutions of William D. Green

[ Chairman & CEO, Accenture
the country cannot be ruled out.

Instead, social media players need to be made clearer of what could be
examples of online defamation or online harassment.

| believe Indian cyber law is miles behind the reality of social media and
there is need for amending the Information Technology Act, 2000 to bring it
in sync with the requirements of present times.

The approach towards more regulation of social media has to give way to
more balanced realisation that first allows us put our house in order. Let's
look at our own Information Technology Act, 2000, that was last amended in
2008. There is sea of change in technology since then. The said law is not at
all well equipped to deal with the several nuances pertaining to social
media, social media crimes, mobile security, mobile privacy, data protection,
and more importantly, cloud computing. The ball lies in the court of the
Indian government.

(The author is Asia’s leading cyber law authority. He can be reached at
pavanduggal@yahoo.com)
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