1/18/2016 A new password every fortnight - The Economic Times

Sign In / Sign Up Qo@ FOLLOWET: f W &+

Indiatimes The Times of India The Economic Times More -

Tar EcoNxomic TivEs

New
ﬂ- Markets News Industry SmallBiz Politics Wealth MF Tech Jobs Opinion NRI Slideshows Magazines More ¥

ETNOW ET Speed ET Portfolio

You are here: ET Home

01:49 PM| 18 JAN LIVE  SENSEX NIFTY 50 GOLD (MCX) (Rs/10g.) USD/INR MARKET o CREATE
MARKET STATS v 24,441.85 v -13.19 7,429.55 v -825 26,010.00 ¥ -102.00 67.64 a 0.04 M DASHBOARD W& PORTFOLIO

A new password every fortnight

9P Post aComment

Q
LIVE

m 3,475,847 people like this. Sign Up to see By Brief case/ Pavan Duggal, | 29 Jun, 2003, 12.41AM IST

what your friends like.
Ads by Google

Top SIP Investment plans
www.myuniverse.co.in/ZipSIP - Compare &
invest in best Funds. o paper work. Start today.

ET SPECIAL: Love visual aspect of news? Enjoy
this exclusive slideshows treat!

SPOTLIGHT

- MAAMAMMMAMA A

=

Pathankot aftermath

%

| run a small company. We have two PC's on which we do all our work. | had an A
employee | trust a lot, and | had given him my username and password. He has not been
coming to work for the last couple of days over a money dispute. Meanwhile, | have k
noticed that a couple of important mails, which | had expected did not come and so |

checked with the concerned parties who said they had already sent me the mails. ]

However, the mails are missing from my inbox. | did manage to get these mails again by
requesting the concerned parties to send them again. However, | feel that my ex- b
employee has been reading my mails and deleting them. What can | do? ==
ST

The golden rule with regard to internet access is that you must change your password at

least once in a fortnight and as far as possible, you must change the password once your

"

Why postponing talks post
Pathankot was a right choice
The postponement of dialogue following
the Pathankot attack provides necessary
space and time for India and Pak to

employee does not continue his business relationship with you. This is necessary so as to
prevent misuse of username and password. The potential loss that can be caused by
misuse of username and password is immense.

In this case, you need to write to your internet service provider that somebody has been
misusing your email account and has deleted some of the mails. It is likely that your ISP
will ask you to change your password. Further, you must also write to your ISP to retain

execute conducive strategies.

= Digvijay Singh calls Pathankot attack a
'mysterious incident’

= Rahul flays Modi govt for mishandling
Pathankot terror response

logs of the access to your account. You can also complain about the matter to the police.
This is a clear case of hacking and can be registered by the police as your concerned
employee, with an "intention to cause wrongful loss to you or having knowledge that his

act is likely to cause wrongful loss" to you, has actually deleted your mails. In such a
case, as your employee does not have your authority or your express permission to use

your username and password without your permission or knowledge, he is likely to be
E;’:; gﬁ:rted 'é:ﬂg;tmemed booked under the provisions of hacking under the Indian cyberlaw.

We have just entered into a very important agreement, which is valid for seven years, by

ﬁ;‘rjgz S\i,'hst $30 may not be good news for you; electronic means. The email communications, which have led to the contract is very

i ) ) ) important for us. How can we retain it in a manner which complies with law?
Bootstrapping - running a startup without equity

funding is the better way forward
Iran sanctions lifted, India can import oil freely

Infosys' Vishal Sikka goes the extra mile for Zero
Distance Project

Cola industry stumped by Narendra Modi's juicy
idea for aerated drinks

More »
Not to be Missed
m Housing employees threaten
to take action over phantom

stocks gifted by former chief

+— Rahul Yadav

SSR

In today's world where people are increasingly making transactions and contracts by
means of the electronic medium, it becomes extremely imperative that the electronic
documentation in question should be appropriately retained. This retention is important to
protect your legal interests in case there is a problem or if the matter goes to court. You
are required to legally retain the electronic documentation.

The Indian cyberlaw provides for retention of electronic records. It states that "where any
law provides that documents, records or information shall be retained for any specific
period, then, that requirement shall be deemed to have been satisfied if such documents,
records or information are retained in the electronic form, if-

(a) the information contained therein remains accessible so as to be usable for a
subsequent reference;

(b) the electronic record is retained in the format in which it was originally generated, sent
or received or in a format which can be demonstrated to represent accurately the

http://feconomictimes.indiatimes.com/a-new-password-every-fortnight/articleshow/48940.cms 1/5


https://www.facebook.com/EconomicTimes
http://twitter.com/economictimes
https://plus.google.com/+TheEconomicTimes/
http://economictimes.indiatimes.com/rss.cms
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript://
javascript://
http://economictimes.indiatimes.com/news/defence/postponement-of-indo-pak-dialogue-after-pathankot-buys-time-for-both/articleshow/50607734.cms
http://economictimes.indiatimes.com/news/defence/postponement-of-indo-pak-dialogue-after-pathankot-buys-time-for-both/articleshow/50607734.cms
http://economictimes.indiatimes.com/news/politics-and-nation/pathankot-attack-a-mysterious-incident-digvijay-singh/articleshow/50607264.cms
http://economictimes.indiatimes.com/news/politics-and-nation/modi-government-mishandled-pathankot-terror-attack-rahul-gandhi/articleshow/50602760.cms
http://economictimes.indiatimes.com/markets/commodities/crude-oil-at-30-may-not-be-good-news-for-you-heres-why/articleshow/50587018.cms
http://economictimes.indiatimes.com/small-biz/startups/bootstrapping-running-a-startup-without-equity-funding-is-the-better-way-forward/articleshow/50605934.cms
http://economictimes.indiatimes.com/industry/energy/oil-gas/iran-sanctions-lifted-india-can-import-oil-freely/articleshow/50614817.cms
http://economictimes.indiatimes.com/tech/ites/infosys-vishal-sikka-goes-the-extra-mile-for-zero-distance-project/articleshow/50618533.cms
http://economictimes.indiatimes.com/industry/cons-products/food/cola-industry-stumped-by-narendra-modis-juicy-idea-for-aerated-drinks/articleshow/50618739.cms
http://economictimes.indiatimes.com/mostviewed.cms
http://economictimes.indiatimes.com/
http://economictimes.indiatimes.com/
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/sensex_30_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/indices/nifty_50_companies.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/commoditysummary/symbol-GOLD.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/forex_home.cms
http://economictimes.indiatimes.com/markets/markets/1977021501.cms
javascript:;
http://economictimes.indiatimes.com/opinions/48940.cms
https://www.google.com/url?ct=abg&q=https://www.google.com/adsense/support/bin/request.py%3Fcontact%3Dabg_afc%26url%3Dhttp://economictimes.indiatimes.com/a-new-password-every-fortnight/articleshow/48940.cms%26gl%3DIN%26hl%3Den%26client%3Dca-economictimes_site_js%26hideleadgen%3D1%26ai0%3DCtS3BL6CcVtS9OcTOWsaIuJAD0Jq-xwagubqvwALAjbcBEAEgsLSkBmDlwuSDpA6gAZik_uUDyAEBqQI0kzv7schPPqgDAaoEuAFP0M0FiJtLmNG8w9RmQR184UmV2LZWcBMMGyXeCwf4biM9Rv9KbrpYguRh9G_wqWeyVw5lhFRWew938tSyTEA_qQY9PmppeJhGXid9M38wMKyAud5u-zWgVlCqehI6MHVHVQ10CfV2IQOgPJgQF-SfSGzQoOSCzam3B5YIP1MCqLQaIJAXhT_iMZXNJHu7gFurlfAgTbflgfJD223Q24GogjJxL3TCWnjEhBP0ySwtZyxpf_GN6xH6gAfQ24EaqAemvhvYBwHYEwg&usg=AFQjCNGC_mOLv5wVxwkQR3jwWs9ZFR_ovg
http://googleads.g.doubleclick.net/aclk?sa=l&ai=CtS3BL6CcVtS9OcTOWsaIuJAD0Jq-xwagubqvwALAjbcBEAEgsLSkBmDlwuSDpA6gAZik_uUDyAEBqQI0kzv7schPPqgDAaoEuAFP0M0FiJtLmNG8w9RmQR184UmV2LZWcBMMGyXeCwf4biM9Rv9KbrpYguRh9G_wqWeyVw5lhFRWew938tSyTEA_qQY9PmppeJhGXid9M38wMKyAud5u-zWgVlCqehI6MHVHVQ10CfV2IQOgPJgQF-SfSGzQoOSCzam3B5YIP1MCqLQaIJAXhT_iMZXNJHu7gFurlfAgTbflgfJD223Q24GogjJxL3TCWnjEhBP0ySwtZyxpf_GN6xH6gAfQ24EaqAemvhvYBwHYEwg&num=1&sig=AOD64_0PwybOdvtWirxgwvIUnYfeyfyvCg&client=ca-economictimes_site_js&adurl=https://www.myuniverse.co.in/zipsip%3Futm_source%3Dgooglekct1%26utm_medium%3Dinvestment_plan_gdn_kct_top_investment_zipsip_bangalore%26AdGroupId%3DPa-Jou-GDN-Dir-Goog-CoZI%26DmId%3DZipSip_D_Contextual_TopInv!Top_Investment%24top%252010%2520stocks%2520to%2520invest%26utm_source%3Dgoogle
http://googleads.g.doubleclick.net/aclk?sa=l&ai=CtS3BL6CcVtS9OcTOWsaIuJAD0Jq-xwagubqvwALAjbcBEAEgsLSkBmDlwuSDpA6gAZik_uUDyAEBqQI0kzv7schPPqgDAaoEuAFP0M0FiJtLmNG8w9RmQR184UmV2LZWcBMMGyXeCwf4biM9Rv9KbrpYguRh9G_wqWeyVw5lhFRWew938tSyTEA_qQY9PmppeJhGXid9M38wMKyAud5u-zWgVlCqehI6MHVHVQ10CfV2IQOgPJgQF-SfSGzQoOSCzam3B5YIP1MCqLQaIJAXhT_iMZXNJHu7gFurlfAgTbflgfJD223Q24GogjJxL3TCWnjEhBP0ySwtZyxpf_GN6xH6gAfQ24EaqAemvhvYBwHYEwg&num=1&sig=AOD64_0PwybOdvtWirxgwvIUnYfeyfyvCg&client=ca-economictimes_site_js&adurl=https://www.myuniverse.co.in/zipsip%3Futm_source%3Dgooglekct1%26utm_medium%3Dinvestment_plan_gdn_kct_top_investment_zipsip_bangalore%26AdGroupId%3DPa-Jou-GDN-Dir-Goog-CoZI%26DmId%3DZipSip_D_Contextual_TopInv!Top_Investment%24top%252010%2520stocks%2520to%2520invest%26utm_source%3Dgoogle
http://economictimes.indiatimes.com/slideshows.cms
https://www.facebook.com/campaign/landing.php?campaign_id=137675572948107&partner_id=economictimes.indiatimes.com&placement=like_plugin&extra_1=http%3A%2F%2Feconomictimes.indiatimes.com%2Fa-new-password-every-fortnight%2Farticleshow%2F48940.cms&extra_2=IN
http://economictimes.indiatimes.com/small-biz/startups/housing-employees-threaten-to-take-action-over-phantom-stocks-gifted-by-former-chief-rahul-yadav/articleshow/50598797.cms
http://economictimes.indiatimes.com/small-biz/startups/housing-employees-threaten-to-take-action-over-phantom-stocks-gifted-by-former-chief-rahul-yadav/articleshow/50598797.cms
http://etportfolio.economictimes.indiatimes.com/DashBoard.htm
javascript:log('sh_fb','');logonmyt('Shared',navmsid,'Facebook')
https://twitter.com/intent/tweet?text=A%20new%20password%20every%20fortnight%20-%20The%20Economic%20Times&url=http://economictimes.indiatimes.com/articleshow/48940.cms&counturl=http%3A//economictimes.indiatimes.com/a-new-password-every-fortnight/articleshow/48940.cms
https://plus.google.com/share?url=http://economictimes.indiatimes.com/articleshow/48940.cms
javascript:void()
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
http://economictimes.indiatimes.com/articleshow/48940.cms?prtpage=1
javascript:void(0)
http://economictimes.indiatimes.com/marketstats.cms
http://economictimes.indiatimes.com/
http://etportfolio.economictimes.indiatimes.com/DashBoard.htm?vendorCode=985a8ea7f8077b44b982541e5be9b561
http://speed.economictimes.indiatimes.com/
http://economictimes.indiatimes.com/markets/markets/1977021501.cms
http://economictimes.indiatimes.com/newshome.cms
http://economictimes.indiatimes.com/industry/articlelist/13352306.cms
http://economictimes.indiatimes.com/small-biz/articlelist/5575607.cms
http://economictimes.indiatimes.com/politicsnation.cms
http://economictimes.indiatimes.com/personal-finance/personalfinance/837555174.cms
http://economictimes.indiatimes.com/mutual_funds.cms
http://economictimes.indiatimes.com/tech/articlelist/13357270.cms
http://economictimes.indiatimes.com/jobs/articlelist/107115.cms
http://economictimes.indiatimes.com/opinion/opinionshome/897228639.cms
http://economictimes.indiatimes.com/nri/nrihome.cms
http://economictimes.indiatimes.com/slideshows.cms
http://economictimes.indiatimes.com/panache.cms
javascript:void()
http://economictimes.indiatimes.com/et-now/videohome/4413218.cms
http://www.indiatimes.com/
http://timesofindia.indiatimes.com/

1/18/2016

P

Take charge of your health.
While we cover the rest.

a0l

NACHINE TO MACHINE

Agree to our 3 terms, will clear
GST Bill in 15 minutes: Rahul
Gandhi to government

Enjoy cashless medical
treatment across India

Sponsored by ICICI Lombard

Mahindra launches all new
micro-SUV 'KUV100' at Rs
4.42 lakhs

The right partner for M2M
solution and strategy

Indian Railways gets first model rake of luxury
'Make in India' coaches

Gainers

New to investing in shares?
Take FirstStep

Sponsored by ShareKhan

In pics: Russia's second
largest hydel power station in
Krasnoyarsk

6 m-Governance applications
that are leveraging mobile
technology to extend the
reach of e-Governance

Pan India Corporation Ltd.

0.35 0.05 16.67

©0.30°0.35

Where can you play online
poker?

Sponsored by Adda52

Rahul Gandhi's speech had
'too much politics', say
students

A bank is known by the
network it keeps, literally!

Bootstrapping - running a
startup without equity funding
is the better way forward

Top 5 real estate destinations to invest in 2016

A new password every fortnight - The Economic Times

information originally generated, sent or received;

(c) the details which will facilitate the identification of the origin, destination, date and time
of dispatch or receipt of such electronic record are available in the electronic record." It is
important to note that these requirements do not apply to any information, which is
automatically generated solely for enabling an electronic record to be dispatched or
received.

It's also important to note that though the Indian cyberlaw provides for the general
requirements for retention of electronic records, in case there is a specific law, which
expressly provides for the retention of documents, records or information in the form of
electronic records, these general requirements will not apply. The specific requirements
of the special law will apply to the exclusion of the provisions of the Indian cyberlaw.
Though the government was expected to notify the formats for retention, there has been
no notification so far. And so it will be sufficient now if you are able to ensure that your
retained electronic record fulfils the three requirements mentioned above — your retained
electronic record will then be granted legal recognition. Otherwise, it will not be
acceptable for the purposes of law.

It will also be pertinent to take backup copies of the email correspondences on CDs,
floppies, removable disks and zip drives so that if your computer gets corrupted, or if your
hard disk has to be formatted or the data in question is wiped out, the backup will be
available for corroboration or reference.

Thus, you must take all steps possible to ensure that your electronic information is, as far
as possible, authentic and not retained in a manner where its authenticity can be
challenged.

| am doing the final year of my BA graduation course in Maharashtra. | have also done a
diploma course in civil engineering and | would now like to study cyber law. Please tell me
which institute | can do this course from? | would like to do it from an institute that has
government-recognition.

A

None of the institutes recognized by the University Grants Commission offers a diploma
on cyberlaw. However, there are some private players, but the diplomas given by them
are not yet recognized by any government department. You will have to examine the
course content and decide which one to opt for.

| have a personal website which acts like my blog. | write my thoughts and upload them
on the internet. | also have a feedback section. Recently | wrote about somebody in my
community, which was not very well liked by the person concerned. He has sent me an
email stating that if | do not stop airing my views about him on my website, he will hack
into my site. | am making my site as secure from hacking as | can but | just wanted to
know about the legal status of the threat.

YZ

It is quite apparent that your writings have not been appreciated by the concerned
individual and so he has threatened you. Such behavior is pretty normal. Recently in fact,
when Madonna circulated pirated files of her music on the internet which when
downloaded, played expletives in Madonna's voice, the downloaders did not take to it
very kindly. Soon after, her website was hacked by music downloaders as a retaliatory
measure.

Regarding the legalities of the threat, it's clear that the person concerned has threatened
to hack into your website if you continue to air your views. The question is whether the
threat to hacking is a penal offence. Is it a ground for legal action? The Indian cyberlaw
shows that hacking has been made a penal offence punishable with imprisonment and
fine. This has been done under Chapter Xl of the Indian cyberlaw where hacking has
been made punishable with three years imprisonment and a fine of Rs 2 lakh.

The language in which hacking has been defined is very important. Hacking takes place
when an act of "deletion, alteration, destruction, affection or diminition" is done. A mere
threat won't do. The IT Act does not make a threat to commit any of the offences detailed
under the IT Act, itself an offence. Consequently, in the absence of any statutory
provisions to that effect, threat to commit hacking by itself is not an offence. However, the
said threat is of such a nature that if it is carried out, it can cost tremendous loss to you
and your data. As such, it does give you a ground for civil action.
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You may seek an injunction against the said person restraining him from hacking into
your website. Under the provisions of the Indian cyberlaw, a threat to commit hacking
does not give you a ground for grant of damages, but you can certainly seek remedy of
injunctive relief. However, if the person actually hacks into your website you have enough
remedies under the law. You can actually complain against him and a case of hacking
can be registered. Similarly, you can also seek damages to compensate for the loss
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